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What is Meladx

Historically (V6) Sage X3 used a basic application called meladx at the runtime level to relay workflow email
messages to an SMTP server. The application can be found in \X3ERPV12\Runtime\bin\ directory

B Disa ge\X3ERPV12\Folders\SEEDAtmp\M2200025666.04 - Notepad++

File Edit Search View Encoding Language Settings Tools Macro  Run~Rugins Window 7 X
o &= oolEf] ﬂ'l';g x| = Z,—EL-_"@_' (o] @@@53‘ =

| M2200025666 ¢ E3 l

Ematl (From, To,
Subject) 15

From: admin@sagex3.local
To: adminf@sagex3.local
Subkject: Purchase order no.: POGB0120052 to be signed
Purchase order modification No.POGB0120052

Buyer : ADMIN (Rdministrateur systeme)

Creation author : RDMIN (Rdministrateur systeme)
Company : GBl0 (GB Discrete)

Site : GBOl2 (Bike & Toys Froducts)

Supplier :
Tax incl.

GBOLlS Cycle World
amount : 3 320.7%3 GBP

Io sign, click on :
1 federpvl 2sglvm:

http: 8l24/sdata/x3/erp/X3FRPVI2 _SEED/sservice/sign?chrono=2200025666-VALekev:
W125EED
To refuse, click on :

http://xderpvldsglvm: 8124/ sdata/x3/erp/E3EREVL2

W125EED

SEED/$service/sign?chrono=2200025¢66-REJekeyv=R5sA0dzFlGelanquage=BRI sdirectory=K3ERF

To select the guick wiew on your desktop, click:
http://x3erpvlisglvm:fl2d/syracuse-main/html /main.html url=%2F3data%3Fx3%3FerptdFXSERFVI2 SEEDS2FTCWECOH (327USR04~-2200025666%27) $3Fre
presentation$3DTCHPOHTOSTG. $details

To select the guick wiew on your mobile device, click:
http://x3erpvlisglvm:8124/syracuse-tablet/dist/index.html 7url=/sdata/x3/erp/E3ERFV12 SEED/TCWEOH ("USR04~2200025666" ) ?representation=
TCWPOHTOSIGM. $details

To select the full view on your desktop, click:
http: //x3erpvlisglvm: 8124 /syracuse-main/html/main.html ?url=/trans/x3/erp/X3ERFV]2 SEED/$sessions?{=GESPCH/1/CBJEOH/M/POGB0120052

File name and location in
the
Folders\FolderName\tmp
location

Email body generated by
the workflow message




What is Meladx

Once the text message had been relayed to the matl server by
meladx.exe, there 1s an accompanying .tra (trace) file created

pametors |

-V Generate trace file
-S Mail server
-r Sender address

For example, you could manually call MELADX with the
required parameters to send the ematl.

| o
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\x3admin>cd /D D:\Sage\X3ERPV12\Folders\SEED\tmp

D:\Sage\X3ERPV12\Folders\SEED\tmp>D:\Sage\X3ERPV12\Runtime\bin\meladx -v
-5 LOCALHOST -r admin@sagex3.local <"M22000625686.txt"> "M2200025686.tra"

D:\Sage\X3ERPV12\Folders\SEED\tmp>

4 *D\Sage\ X3ERPV12\Folders\SEED \tmpM2200025686.tra - Notepad++

File Edit Search View Encoding Language Settings Teools Macre Run Plugins

8 &= [:J-i]

E_ 1

Em

s [ & ) 2 th X x| @E| =
2200025686tra E3 l

220 : X
HELO X3
250 : H
MLTIL FR
250 : O
RCET TO
250 : O
DATR

354 : O
From: a
To: adm
Subject
Date: 1

Date: 1
Content
Content
Content

Purchas
Buyer :
Creatio

Company :

Site :

3ERPV125Q0LVM ESMTP
ERPV1250LVM

ello.
OM:<adminf@sagex3. local>
K

r<adminfsagex3. local>
K

K, send.

dminfsagex3.local

infsagex3.local

:=?utf-820?Purchase order no.: POGBO12007]1 to be signed?=
& Aug 2022 15:47:59 UT

= azaaaaaaaal
g Aug 2022 15:47:5% UT
-Type: text/plain; charset="utf-g§"
-ID: «10192.1660664879. 1@¥3ERPV12SQLVM::
-Transfer-Encoding: quoted-printable

e order modification No.POGBO120071

ADMIN (Administrateur syst=C3=AZme)

n author : ADMIN (Ldministrateur syst=C3=A8me)
GBl0 (GB Discrete)

GBOl2 (Bike & Toys Products)



Meladx Limitations

* There are no SMTP authentication options for the Meladx binary the only parameter available is SERMES which is used to define the address
of the SMTP server.

B DT i Tewt &la i ame e
.—\-l-n'“g.<_- Wil 128 (=08 U L L= R LR |

T

1 —

e e
= 1]

2 B AWRKSYRA Syracuse server nttps//x3erpy] Tvm:B124/trans/x3/erp/X3ERPV11_SEED
3 [E ZERMES E-mail server 127.0.0.1 B

4 E TRAREL Log file of tramsmissions Mo

5 =B TYPMES E-mailtype Server

& = REDAY arkflow e period 10

7 | B RERMIDIR Workflow: links directory D\Sage\W3ERPYI 2\Folders\SEECWorkflow

» Customers always had to use a third-party SMTP server to relay messages if authentication is a requirement.

SERMES the only parameter
avatilable to define your

« Customers need to authorize SMTP relay from the X3 mail server to the external mail server. mail server name

« Emails are always sent in plain text. There is no options of using HTML




Sage X3 Notification Server

Sage X3 has embedded the notification server function since PU9. It would be primarily utilized to send out notifications for defined events,
like license expiry web service consumption and web service slow-down events. With the latest release, we can now utilize the notification server

to dispatch workflow ematils

Administration
Development
Parameters
Commondata
Customer Relation

Projects

Purchasing

Notification servers

~ Authentication WIS JQL STIVILT
AP Se ~ Servers
Ho
icence No *
Web services O
SOAP web services Certificates BO Profiles
" Sage X3 People Portal

T
r xte =
i =

& Marketing Campai

TR

There is the possibility of having
multiple notification servers for
different activities and to also define
notification themes

New notification server

Refresh

Default theme

Excel report

Help

Neotification themes



https://nodemailer.com/about/

Using Workflow Email With Notification Server

Adminisoracion Administration Servers Default ~
With the release of Sage X3 2022 R3, we can now utilize the Notification server
Sage X3 nOt'i.ﬁCat"Lon server tO diSpatCh W0r|<ﬂ.OW emails InforTation SMTP Serve SMTP Connect Securit SMTP Authentication SMTP Pooled connections SMTP Connection Timeouts Message configurat
instead of the old MELADX program. Information ,\

Local_hMailServer Local hMailServer configuration : SMTP - Detal

This is optional and you can still use the MELADX included
with the Sage X3 runtime if you prefer SMTP Server n

Mail server % Port Proxy

Notification servers

Help

ocalhost

You can define and configure the notification server
Administration, Server, NotificationServers entity SMTP Connection Security ~

Security mode

MNone

Features include

. . . . . . SMTP Authentication
* Advanced authentication settings in the security section P

you can enable TLS connection and use certificates to
secure your connection if your mail server supports this.

SMTP Pooled connections

» Basic authentication options with username and

password to connect to your SMTP server ] Use pooled connection
. . . SMTP Connection Timeouts SMTP‘ ann‘ctian Sacurity
° SMTP Poo-led ConneCtlon and tlmeOUt settlngs for the Connection timeout (sec) Greeting timeout (sec) Socket timeout (sec)
connection to your SMTP server. 120 B security mede
STARTTLS required
. . . Message configuration Mone
+ The message configuration section allows you to

Sender email * Default theme STARTTLS when a_-“-a“ahie

configure the theme you want to use with this samin@sageiclocs
notification server & the sender email address of mail
dispatched from the server.




Using Workflow Email With Notification Server

 Testthe notification server Administration, Administration, Server, Notification Servers

I @  Testemailsent X Super administrator  Super administrator emvizzsen (B Yr . @ Q

Administration Zervers Default -

Notification server

Information Authentication Security Connection Mare options Message configuration
Information ~ il
o ) Test configuration
Mame Description Type Mail server
Local_nMailserver Local hiMailserver configuration i SMTP ocalhost Refrash

«  Setworkflows to use the notification server Parameters, General Parameters, Parameter values (ADPVAL)

T Set the parameters in the Supervisor (SUP) module workflow group
(GRP).

SYRMAIL - Set Parameter to Yes to use notification server as
opposed to MELADX for the particular endpoint. NO is the default
value.

= 13 Results Display

SYRAMAILSRYV - Set to the name of your notification server, you
can have multiple notification servers one for workflow and
another for other notifications.




Summary

Reviewed the existing MELADX

How we can use notification servers as a replacement

The advanced authentication features avatlable

* How to switch workflow to start using the notification servers.




HTML Workflow
Notifications

SoSe
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HTML Workflow Notifications

With the introduction of the notification server for workflow ematl, we can also send HTML formatted ematls

1. Set the general parameter setting (ADPVAL
9 P a( ) Set the parametersin the Supervisor (SUP) module workflow group

(GRP).

Parameter values Lo .
SYRMAIL - Set Parameter to Yes to use notification server as
opposed to MELADX

e ' 3 Results Display: 20 SYRAMAILSRYV - Set to the name of your notification server, you

T e T . can have multiple notification servers one for workflow and

4 3 SYRMAIL Use Notification serve res Becurity, Notification themes

[] secure connection [¥] Check server identity for TLS

Connection

Client server name Idle time
| 10000

2. Enable an HTML theme for the notification server, this is selected in
the notification server settings. Sage X3 is shipped with one SAGE
Factory theme called sage-theme Administration, Administration,
Server, Notification Servers

More options




HTML Workflow Notifications

All Setup Workflov Default ~

71 1 L Workflow rules | Validation | | Copy | >

G‘J General R&(Ipl%n? Message Milestone Action 3' In the Worl(ﬂow ru.le setup (pa rameters’
Ca e . * vocumentaon workflow, workflow rules) GESAWA we need to
NS conditons e select the option ‘use a theme’ this then picks
1 1| Header GABREV="POH" eneration 11 1
2 i| Header func AFNC.PARAM("APPPOH",[F:POH]POHFCY)=>"1" OZTION n E up the theme Set at the no.tlflcatlon Server .I'eve.l'
L [FPORIARPELG=0 and uses this as the container for the workflow
a4 3| Header [F:POHIPOHTYP=1
5 i Header [F:POHICLEFLG=1 ki « G messages.
UTILITIES < é‘
| Management | BROWSING Y ﬁ
Reports ®
Trigger mail Trigger action Trigger tracking Debug mode HELP o
DIAGNOSIS... ¢ =
Workflow rules
(M  General Recipient Message Milestone Action
°

One advantage is that there is no need to modify the
workflow message setup if you are switching from
using plain text notifications

) plc, or its licensors. All rights 1




Workflow Notification Themes

You can create a theme for each of your notification servers. Using the notification themes function which is accessed from the right menu in the
notification server entity

Notification servers

Description ype Sender email Default theme

Notification themes

In the notification themes function, you can

HTML body Attached images
.

iformation Al insert your template HTML body there is no
= fully-fledged editor so you may need to use
HTML body || Neationhames an external application to create to form the
T e e B S body of your email.

<thody>

You can also upload images to be used
embedded in the template

We are expecting further enhancements to
the theme designerin subsequent releases.

) ple, or its licensors. All ri




Workflow Notification Themes

* Thethemesuse HTML and mustache format tags, mustache tags begin with two opening
_ braces ({{) and end with two closing braces (}}) and contain a variable, that will be
populated with data from the workflow message.
{{title}} (t#subtite}}
({sublitiefj{{/subtite} } « Because of the use of this format there is no need to modify your workflow message, the

CChinfos) ) {{infos}) same message can be utilised for HTML & Plain text ematls.

i

]

{{Zcontent}}

reantent {{l::};“ d':f;isﬁ';i ' . Ygu can gl'so hgve con .ditions for exam ple {#link}} .{{Unk.la bel}} {{/link}} so Linklabel
Ccontents) (finfo.time.label} will be visible if data is passed to the link.label variable.
{{info_time value}}
{{#signature}} a Tag name that can be used in the template Contents
= content The body content of the matil.

{{signature}} signature The name of the signer.

{{/signature}}; {{=link} } title The title of the email.

= {flink.label}} subtitle A subtitle for the mail.

{{/tink}} link.href The link reference if the email includes a link.
link.label The link reference if the email includes a link.
date.label The current date (localized string).
date.value The current date value.
time.label The current time (localized string).
time.value The current time value

More detailed info on mustache (logic-less templates) can be found on https://mustache.github.io/mustache.5.html

oup plc, or its licensors. All "1":71‘\4?\ reserved.




HTML Workflow Notifications

This 1s an example of a purchase order request email received without a theme applied and with the standard factory sage-

theme applied.

Wed 24/08/2022 12:20
A admin@sagex3.local
Purchase order no.: POGB0120076 to be signed

To admin@sagex3.local

Purchase order modification No.POGB0120076
Buyer : ADMIN (Administrateur systéme)

Creation author : ADMIN (Administrateur systéme)
Company : GB10 (GB Discrete)

Site : GBO12 (Bike & Toys Products)

Supplier : GBO15 Cycle World
Tax incl. amount : 3 320.78 GBP

To sign, click on : http://x3erpvl2sglvm:8124/sdata/x3/erp/X3ERPV12 SEED/Sservice/sign?
chrono=2200025690-VAL&key=9YElsrzX5a&language=BRI&directory=X3ERPV125EED
To refuse, click on : http://x3erpvl2sglvm: 8124/sdata/x3/erp/X3ERPV12 SEED/Sservice/sign?

chrono=2200025690-REJ&key=9YElsrzX5a&language=BRI&directory=X3ERPV125SEED
To select the quick view on your desktop, click:
http://x3erpv12sglvm:8124/syracuse-main/html/main.html?url=%2Fsdata%2Fx3%2Ferp%
2FX3ERPV12 SEED%2FTCWPOH(%27USR04™2200025690%27)%3Frepresentation®
3DTCWPOHTOSIG. Sdetails

To select the quick view on your mobile device, click:
http://x3erpvl2sglvm:8124/syracuse-tablet/dist/index.html?
url=/sdata/x3/erp/X3ERPV12 SEED/TCWPOH('USR04~2200025690')7
representation=TCWPOHTOSIGM.Sdetails

To select the full view on your desktop, click:
http://x3erpvl2sglvm:8124/syracuse-main/html/main.html?
url=/trans/x3/erp/X3ERPV12 SEED/$sessions?f=GESPOH/1/0OBJPOH/M/POGB0120076

Embedded Image

HTML Format body

Raw text from the
workflow

Purchase order no.: POGB0120074 to be signed

Purchase order no.: POGB0120074 to be

signed
Purchase order modification No POGB0120074 Date
Buyer - ADMIN (Administrateur 1éeme Ned
Creation author traleur Sysieme ug 24
Company . GB10
Site . GB012 (Bike & Toys Products
Time
upphe >t s Uy 12:15.06
x ind. amount P
To sign, dick on Time variables
bgp_j.ll}_em_-.j]iqh'm 8124/sdata/xYerp/XIERPV12 _SEED/Sservice/sign?
chronp=2200025638-
VAL &key=ki2Gm1VQ858language=BRI&directory=X3ERPV12SEED
To refuse, click on
hitp //x3erpv12sqivm 8124/sdatalx e/ X3ERPV12_SEED/Sservice/sign? :
oo <href> style link

REJ&key=ki2Gm1VQ858language=BRI&directorny=X3E RPVQ:/‘LLQ‘
To select the quick view on your deskiop click here




Advantages of Notification Server for Workflow Ematil

« SMTP Authentication options enable a secure connection to the customer’s email server
* No need for alocal mail server to relay messages from Sage X3

« Ability to use HTML utilizing themes in workflow emails

* Youcanimbed images in the theme that will be sent with the email

« Textand formulae setup remains the same in the Workflow setup so you can seamlessly switch to HTML
without the need to modify the workflow message content.

* You can also switch back to plain text if the need arises

age Group plc, or its licensors. All rights reserved.




Troubleshooting the Notification Server

In global settings, you can enable node JS level logging for notification & notification service which will write to the Syracuse
logs. The debug level will show the HTML output of your HTML template and see the parameters passed to the variables as well

as the other useful information for troubleshooting

P022-09-13T13:55:02.5122 | £06b53200314 | | 742 | notification | debug | Notify action on 'Local_ hMailServer' configuration: |
"from™: “admin@sagex3.local”,
"to": "admin@sagex3.local™,

"html™: "<table 1d=\"_top\" align=\"center\" border=\"0\" cellpadding=\"0\" cellspacing=\"0\" wi:l!:h:\"S-El\"'><tbc:1y'><tr><td><table boj
border=\"1\" cellpadding=\"1\" cellspacing=\"1\"><thead><tr><th><span style=\"color:rgb(0, 153, 0);\">{{title}}</span></th></tr></thg
style=\"color:rgb(0, 153, 0);\">»{{info.date.label}} {[{info.date.value}}</span></td></tr><tr><td><span style=\"color:rgb(0, 153, 0);\
cellspacing=\"1\"><thody><tr><td>[[signature] }</td></tr></thody></table></dive</td></tr></thody></ table></dive<bra><brr<br></div><p>

gize=\"5\">{[title] }<br></font><br> [{#subtitle]l<br><br>

color=\"#4d4£53\">{ {subtitle] }</font>{{/subtitle} }<br></p></td></tr></thody></table><br> {{#infos}}<br><br>
width=\"100%\"> <tbody> <tr> <td style=\"font-size:]
<pr<br> <font color=\"$#4d4f53\" face=\"Arial, Helwvetica, sans—serif\">{[{content]}}</font><br:
{{/content} }<br> <brr<br><br><br> {{#signature}}<br>
sans-serif\"><br> <strong>{ {signature} }</strong></font><br>

{{#1link} }<br> <p><br> <font color=\"$#4d4£53\" face=\"Arial
{{link.label}}</span><br> </font><br> </p><be>
width=\"34%\" style=\"font-size:3pt:\"><br> <p><br> <font 3
size=\"2\">{{info.date.label]}}</fonct><br> </strong><br>

</ font><br> </p><br> <p><br>

<strong>{{info.time.label]}</strong><br> [[info.time.value]}</font><br> <br><br>

TEXL s TChase Or 0I20074<br>Buyer : 1 IN1STrateur 3ySLeme) <br-Lreatlon author . 1 1nlstra
incl. amount : 3 320.728 GBP<br><br>To sign, click on : http://x3erpvlasglvm:8124/sdata/x3/erp/EK3ERPVI2 SEED/$service/sign?chrono=220(

http://x3erpvlisglvm:8124/sdata/x3/erp/XIERFV]12 SEED/$service/sign?chrono=2200025690-REJskey=KhytUpSFWBslanguage=BRIsdirectory=X3ERPY

World<br>Tax incl. amount : 3 320.78 GBP<br><br>To sign, click on : http://x3erpvl2sglvm:8124/sdata/x3/erp/X3ERPV12 SEED/$service/si

"subject™: "Purchase order no.: POGB0120074 to be signed™
It
£022-09-13T13:55:02.516Z | £06b53200314 | | 742 | notification | debug | Mustache wvaluss '{
"title™: "Purchase order no.: POGB0120074 to be signed™,
"subtitle™: ",
"content™: "Purchase order modification No.POGBOl20074<br>Buyer : ADMIN (Administrateur systéme)<br>Creation author : ADMIN (Adminigy

http://x3erpvlasglvm:8124/sdata/x3/erp/X3ERFV]12 SEED/$service/sign?chrono=2200025690-REJskey=KRytUpSFWBslanguage=BRIsdirectory=X3ERPY

"link™: {
"label™: "To select the quick view on your desktop, click here”,
"href": "http://x3erpvlisglvm:§l24/syracuse-main/html/main.htmlurl=%2Fadata%2Fx3%2Ferpt2FX3ERPV12 SEEDE2FTCWPOH (327USR04~22000258
b
"signature”: "",
"info™: {
"date™: [
"label™: "Date",
"value™: "Tue Sep 13 2022"

"Time",
"15:55:02"

Server logs

& Expand all "
cose — oipion o
e
rFs
= memory Memaory usage information Error
B notification Error
B notifications MNotification service Error
» B orm Object-relational mapping

The notification server configuration name, from & to
address of the generated email

The RAW HTML with the mustache variables being passed to
the template

Text & mustace variable section we have all the information
from X3 passed into the variables and body of the email
formed




Troubleshooting the Notification Server

An issue that we came across in our internal testing was we found that when using Mozilla thunderbird as your
email client the signature links were not clickable, and the image was not displayed correctly. We expect this to
be a setting in thunderbird as in outlook the same message 1is correctly formed.

Q
wlaialc
a Ll 3

Purchase order no.: POGB0120069 to be Purchase order no.: POGB0120069 to be

Purchase order modification No. POGB0120069 Date Purchase order modification No.POGBE0120069 Date

Buyer - ADMIN (Administrateur systéme) Thu Sep 29 2022 Buyer : ADMIN {Administrateur systéme) Thu Sep

Creation author - ADMIN (Administrateur systéme) Creation author - ADMIN (Administrateur systéme) 292022

Company : GB10 (GB Discrete) Time Clampany : GE‘H.D (GB Discrete)

Site - GB012 (Bike & Toys Products) 15:03-30 Site - GB012 (Bike & Toys Products) Time
15:03:30

Supplier - GB015 Cycle World Supplier : GB015 Cycle World

Tax incl. amount : 3 320.78 GBP Tax incl. amount - 3 320.78 GBP

To sign, click on - http:/ix3erpvr12sglvm:8124/sdata To sign, click on

fx3/erp3ERPV12_SEED/$senice http://x3erpvi2sglvm:8124/sdata/x3/erp/X3ERPV12_SEED/$service/sign?

fsign?chrono=2200025683-VAL &key=gAIMWR4nHKF& chrono=2200025683-

language=BRI&directory=X3ERPWV12SEED VAL &key=gAIWRAnHkF &language=BRI&directory=X3ERPV125SEED

To refuse, click on : hitp://x3erpv12sglvm:8§124/sdata To refuse. click on :

{x3/erp/X3ERPV12_SEED/3senice http:/ix3erpvi2sglvm:§124/sdatalx3lerp/X3IERPV12_SEED/$service/sign?

/sign?chrono=2200025683-REJ&key=gAIWR4nHKF& chrono=2200025683-

language=BRI&directory=X3ERPV12SEED RE.J&key=gAIWR4nHkF&language=BRI&directory=X3ERPV12SEED

= To select the quick view on your desktop, click here > To select the quick view on your desktop. click here




Troubleshooting the Notification Server

The notification server settings and notification themes are all stored in new collections in Mongo DB

Ey— Quickstart X | IntelliShell: X3ERPV12SQLVM X | IntelliShelk: X3ERPVI2SQIVM X IntelliShell: ¥X3ERPV12SQIVM X | IntelliShell: X3ERPV12SQLVM search Upen Co ections (Lt ahA { Quickstart %  IntelliShell: X3ERPVI2SQLYVM % | IntelliShell: X3ERPVI2SQULVM % IntelliShell: X3ERPYV12SQLVM % | IntelliShell X3ERPVIZSOLVM %
=5 NavigationPage A~ . Ex =
2 NotificationEmailTest B Gempvizsgvm:2T017 > syracuse k& NavigationPage o~ B . P TS ﬁ
B Noti E& NotificationEmailTest B EERIAL AL VS Shrates
&8 NofificationEvent BE-RA- I £ . Ensble Query Assist ¥ Pin All Results < Clear Raw Shell Output [ Restart Monge Shell [ [ 5 TeRmest
E3 NotificationServer == NotificationEvent F . E . = Enabl Assict | % Pin All Results -<{ Clear Raw Shell Output EP start M Shell E E
E& MotificationTheme 1 » db.getCollection("NotificationTheme™).find({}) | Eé NotificationServer | =+ = b £ #, tkna e Query Assist n WEsults ear Raw shell Uutp westa longo Shel = E
E8 PageData = = = :
f Pa:eDef E& NotificationTheme | 1~ db.getCollection("Notificationserver”).find({})|
] ) P :
& Pagelayout Raw Shell Qutput | Find Query (line 1) X E% Pa;eData
- y,
8 PasswordPolicy o e = =g PageDef

) ~| | Dy ts1to2 | =@ |0 |5# = - P .\
BB Portlet ocuments 1102 | [ [ B> B Bl & Pagelayout Raw Shell Output | Find Query (line 1) x
E& PantDocument Key Value Type 'i? ;
E—_— . e ot AOA e - - =g PasswordPolicy - ™ — 1
B RestWebSenvice v [ (1) {_id : €315f2c-£075-4914-22d2-3825Tad cbicba) {12 fields Decument = 50 /|| Documents1t03 | @ E B
E3 Role £1d 314582c-e075-4914-a2d2-58a5Tadcicba String k& Portlet
ER SagePaySession [ _creDate 2021-04-23T16:13:57.193Z Date E8 PrintDocument Key Value Type
ES Seg=RR B _creliser anenymeus String E& RestWebService ] id 1d023fa2-e1f5-43cf-bd79-b7b 176571837 String
E& SageRRSubDat: dpoint il Null . 5 e~ .
= AR [ _endpoir " 5 E& Role [ _creDate 2021-04-23T21:13:56.708Z Date
[E& SecurityProfile [#] factory true Bool i . ] ;
ER Serverlog [C] _factoryOwner SAGE String |8 SagePaySession [£] _creUser admin String
& Sessioninfe [ _tick null Null E& SageRR [ _endpoint null Mull
EY SessionState [T _updDate 2022-09-27T10:36:07.966Z Date S SageRRSubDate ] _tick null Null
B Setti 7] _updU ymous St . ) o A A e e s o
53 Setiing E] updUser enenymos " E8 SecurityProfile [[] _updDate 2022-09-27T15:06:25.056Z Date
E& SoapClassicPool =1 html <table width="531" cellspacing="0" cellpadding="0" border= String ':h . i
B3 SospGeneric [T images [1 clements | Amay kg Serverlog [ _updUser admin String
& SoapPoolState [ name sage-theme String EE—, Sessioninfo 7] authentication none String
E& Soapstub [ (2) {_id : eb851%af-f030-47b3-866e-5aef150c28dc} { 10 fields Document Eé SessionState :I code Local_hMailServer String

NotificationEmailTest — This collection contains a log of all the test emails sent
NotificationServer — Collection contains the definitions of the Notification Servers

NotificationTheme — Collection contains the definition of the notification server theme including the HTML

icensors. All rights reserved.




Summary

Using HTML notifications for Workflow

 Themesand how they use templates

 Compared a plain text email with one using a theme

» Advantages of notification servers

* Troubleshooting the notification servers

age Group plc, or its licensors. All rights reserved.




Using SADFSQ
protocol opposed to
Apache for Sage X3

SoSe



Using SADFSQ Protocol opposed to Apache

Sage X3 uses an Apache HTTP server to transfer static files from the Sage X3 application server to the Sage X3 Web
presentation layer (Syracuse). From 2022 R2, Apache is no longer needed. Static files can now be transferred using the native
application protocol known as SADFSQ.

Some examples of static files are exports from grids, local exports to excel and transferring files from storage areas.

Advantages of using SADFSQ

SADFSQ is already used for internal communications; the print server embeds SADFSQ to transfer reports.
No need to deploy the separate Apache web server component, which simplifies the Sage X3 deployment

Using SADFSQ reduces the potential for security vulnerabilities in the third-party component like the Apache log4j
vulnerability (CVE-2021-44228) seen in November 2021

Internal testing showed no performance degradation when using the SADFSQ Protocol

e Group plc, or its licensors. All rights reserved.




Prerequisite to Switch to the SADFSQ Protocol

The feature is available from Sage X3 version 2022 R2

+ Syracuse 12.15
¢ Runtime & ADXAdmin 94.1.17
« Console 2.54

Legacy components cannot be used with the native SADFSQ Protocol, so they should be decommissioned before switching
protocols.

Java Web (VT) Web Server — used for the old ADC (typically hand-held RF terminals)

Sage X3 Webservice and ADC Server -"._ P“hliCﬂtiO“S
9§ 2 N0 i
| _‘9 ADCSRY on x3empv 12sglvm [ID : ADCSRV] Solution identifier Solution label Published folders Locked
= }E ¥3 ERP V12 on x3empv12sglvm - [ID:X3ERPYV12] E ¥IERPV12 ¥3 ERP V12 on x3emv12sglvm SEED Mo
...[.] SEED

« Java Bridge component is a deprecated component. However, it can still be installed to support legacy outgoing web
services (SOAP) - =

Sage X3 Java Bridge Server Solution identifier Solution label Published folders Locked
[ E ¥IERPV1Z *3 ERF V12 on x3empv1Zsglvm SEED Mo

id, % | 7 | O

= 5.:.-«_5 JAVASRY on xdempv12sglvm [ID : JAVASREV] :
- X3 ERP V12 on x3empv 12sglvm - [ID:X3ERPV12]




Using SADFSQ in a New Installation

X8 sage X3 Configuration Console - CFG.2.5.0.40

With all new installations, the G S s VA T

S

. . X
recommendation 1s not to deploy

Solutions [ Save | ) Configure Database ] Configure Application {3 Web publication | 2] Unconfiguration | 2 Refresh @) Help

RN AN )

p a C e =& Sage X3 on x3emv12sqivm [ID : X3ERPV12/ Data - Application :jf:::;zggoﬁi
[ ] x3erpv12sqlvm - X3ERPV125QL - :

{0l x3emv12sqglvm - X3ERPV12APP - e
48 x3epv12sglvm - X3ERPVI2RUN (MAIN 13j Data server SQLSERVER on x3erpv12sglvm [] Active | 5 Expetmode | & @

® : |

2 i - ]
Data - Application ~ Rurtimes  Database scripts  Linked servers  Folders

Parameter Value

1. When configuring the
application, set the use Apache
flag to ‘False’. This will be the
default on a new installation

sysadmin user password
rd for X3 folders schemas

E

\Program Files\Microsoft SQL Server\150\Tools
SQL Server\Client SDK\ODBC\170\Tools

2. Save and Configure the
application; the console will not
look for the Apache HTTP server sopwsamonnr sopmssomnae v @ Yr . @ Q
installation and will no longer —

create the Apache service e -
3. Setthe solution file protocol to T —
X3 Protocol (SADFSQ) to use the H— Nl E

native Sage X3 protocol o o




Legacy components and switching to use SADFSQ

Once you meet the prerequisites, the following steps can be performed to switch to the native
SADFSQ Protocol

1. Backup your solution/environment by way of an environment snapshot
2. Unpublish/unconfigure VT Web server from Sage X3

3. Unpublish/unconfigureJava Bridge Server from Sage X3

4. Uninstall/ Remove windows services

5. Switch console parameter to ‘false’ and configure the application

6. Switch solution settings in Sage X3 to use SADFSQ

age Group plc, or its licensors. All rights reserved.




Decommission VT Web Server From Sage X3

X3 Sage X3 Configuration Console - CFG.2.55.0.40

sage Management conSOIQ Console ‘Sa‘geXBWebser\fice and ADC Server Actions;iew Tools 7

Welcome || New Delete | Configuration Services Publications Websérvices
1 N avig a ‘te ‘to t h e A D C S erver Solutions 4l Add solution I %] Unpublish solmion“ T Apply publication I | @ Refresh @ Help
. Sage X3 Print Server
mo d U1e n t h e Sa g e X3 I Sage X3 Webservice and ADC Server l o %! Publications WEQIZX;?:\]'
~ Tl s
management console D@ 7O
= 0 ADCSRV on x3emv12sglvm [ID : ADCSRV] Solution identifier Solution label Published folders Locked
+-J& X3 ERP V12 on x3emv12sglvm - [ID:X3ERPV12] [X3X3ERPVI2  [X3ERPV12onx3emvi2sgvm  [SEED  [No | e

2. Select the solution and view the
published folders

3. Deselect the folders

1 Folders to publish | B3] Solution servers Tt Web publication server
M seep

4.  Apply publication EER o

1 1 -

¥3 Sage X3 Configuration Console - CFG.2.55.0.40

5. Se'leC-t X3 So'lut-'lon identifier and 4 Console Sase)@ YWebservice and ADC Server Actionsﬂ‘\iiew Tools 7
unpublish the solution | 20/ 0 s & & 0

Sage X3 Java Bridge Server] Welcome Mew Delete
Sage X3 AdxAdmin Administrationg Solutions i Configure | @ Refresh @ Help
. Sage X3 Documentation Server (V6 Sage X3 Print Server
6. Unconfigure the ADC Server o = erpi2 .NE _. ' )
= x3erpvisq "’""‘ Sage %3 Webservice and ADC Server L & Conflgl-ll'atIOI‘l

/. Remove the ADC Server from

-“’bSage %3 Webservice and ADC server on x3emv12sglvm

Parameter Walue

all host wrappemart 15003
allhostwebserverpassphrase s
all tomeat tomeatserverpart 28540

all tnmeat tomeathtnoort 28600




Decommission VT Web Server From Sage X3

: < R
Windows Steps o e

= E Q= HE o

s (Local) . Services (Local)

1 * Afte r th e d eCO m m:LSSi'O n i'n th e SageX3_WEB_apachetomcat_ADCSRV Name - Description Status Startup Type Log On As S
Sage X3 ma nagement Console the Start the service Gk Secure Socket Tunneling Protocel Service Provides sup.portfort. Running Manual Local Service
services for the Web server will be

Sagex3_WEB_apachehttpd_ADCSRV Apache/2.4.41 (Win32... Manual Local Systern

Description:
remove d SageX3_WEB_apachetomcat ADCSRY : SageX3_Java_Bridge_Server_JAVASRV SageX3_lava_Bridge_S... Manual Local System
* Gk Sage X3 Services Sage X3 Services Running Automatic Local System

2. Inthe windows control panel CE—
u ninsta.l.l th e CO m po n e n‘t « “ ‘I [ » ControlPanel » All Control Panel ltems » Programs and Features v O Search Programs and Features  ©

Control Panel Home

Uninstall or change a program

3. The ‘WEB, entry .'Ln the adxinstal'ls View installed updates To uninstall a program, select it from the list and then click Uninstall, Change or Repair.

&) Turn Windows features on or

. off . . —
Organise *  Uninstall/Change =R e
will also now be removed. !
Mame Publisher Installed On  Size Version
" Sage Safe X3 AdxAdmin Sage 09/08,2022 R094.001.00018
4 = TPt T > ST | * 7 Sage Safe V2 X3 WebServer - ADCSRV Sage 03/02/2022 2.40.0.1
<module name="ADCSRV" family="WEB" type=""3 *Sage Safe V2 Java Bridge Server - JAVASRY Sage 23/04/2021 16,.223.2
<all.host.installdatapath>D:\Sage\SafeX3\AdcSr &’ Sage Download Manager V.3 Suresby 09/08/2022 1.0.0.38
<all.host.installtoolspath>D:\Sage\SafeX3\AdcS S R D LAk,
< 5 *Safe X3 MongoDB - MONGOO1 03/02/2022 )
<component.web.adxadminpath>D:\Sage\SafeX3\Adc [ Notepads+ (64-bit x64) Notepads+ Team 02/02/2022 B o 1zPack - Uninst.. — O 4
<compo .web.installstatus>active</component O Node js Medejs Foundation 07/06/2021 3
. y . _ Ty . S P Moxzilla Thunderhird (x64 en-GB) Mozilla 10/08/2022 A @k This will remowve the installed EII:II:I"EEIﬁCIl'I!
-web.path>D:\Sage\SafeX3\AdcSrv</com ) Mozilla Maintenance Service Maozilla 23/04/2021 =
eb.platform>WIN64</component.web.p 1 . . . .
S K7 iForce the deletion of D:\Sage \SafeX 3\AdcSrv
=b.servername>x3erpvl2sqlvm</compo
eb.version>V170</compcnent.web.ver |
<web.adxadmin.port>50000</web.adxadmin.port>
<web.http.port> </web.http.port> . .
wWe ttp.port>28880</we ttp.port ﬁu.—.msmll @th
</module>




Decommission components (Java Bridge Server)

Steps in sage Management Console K3 sage X3 Configuration Console - CFG.2.55.0.40

Console  Sage X3 Java Bridge Server  Actions  VWiew Tools 7

£% % "/
, , S % &
1 . N aVlg ateto th e J ava B rl'd g e Se rverm Od U1'e Welcome Add Delete | Corfiguration Services | Publications o o

n the Sage X3 management Conso]’e Solutions il Add solution | ¥ Unpublish solution” ﬁﬁpph publication | = Refresh ) Help

Sage X3 Print Server

2.  Select the solution identifier to load the Sage X3 Webservice and ADC Server F.-._ Publications
pu b].lSh ed fOIderS Sage X3 Business Inteligence Server e
| Sage X3 Java Bridge Server | o Solution identifier Solution label Published folders Locked
&% 20 PO X3ERPVI2 [ X3ERPVi2onxdemvi2sahm [ SEED N0 |

3. Unpublish your folders from the Java Bridge
Server

=] .r:v_; JAVASEY on x3emv12sglvm [ID ; JAVASRY]
}E *3 ERP V12 on x3empv12sglvm - [ID:¥X3ERPV12]

4.  Apply the publication changes

5. Unpublish the solution from the Java bridge

[l Folders to publish Solution servers Web publication server
server
I3 SEED X3 Sage X3 Configuration Console - CFG.2.55.0.40
CIax3
: s Console  Sage X3 Java Bridge Server  Actions  View Tools 7
6. Unconfigure the Java Bridge Server 5% o > —~
L | L) = =, e
Welcome || Add Delete | Configuration Services Publications
. <module name="JAVASEV" family="S5EEVWERJAVA" type=""> = 2 : ; : |
7. Delete the Java Bridge entry from the e : ‘ Solutions #, Configure ' 7
g y <all.host.alias>JAVASEV< fall. host.alias> > = = ¢ 0
co nsole X . i . Sage X3 Print Server
<all.host.installdatapath>D:\Sage\SafeX3\JavaSrvidat = p Confi ti
<all.host.installtooclspath>D:\SagehSafeX3\JavaSrvito Soe J Webnence axd ATC ey #@ S RHESON
. . <all.hcat.port»27160</all. hoeat.porcs Sage X3 Business nteligence Server
Steps in Windows <ooOmponsent. serverjava. adxadminpath>D:\Sage\SafeX3i\Ja Sage X3 Java Bridge Server #iSage X3 Java Bridge Server on x3empv12

<component. serverjava.installstatusractive</componen
. . <CcOmponent. serverjava.path>D:ySagehsSafeX3\JavaSrvito
6- UnlnStau from the WlndOWS COﬂtFOl pane.l <component. serverjava.platfcrm>WINGA</component . 3erv
<component.serverjava.servername >x3erpvl2sglvm</ comp
<component. serverjava.version>V270</component . Server
</module>

Parameter
all jvm jmxport
runtime .service wrapper timeout
runtime .service wrapper.port
runtime .service httpport
runtime .service jetty port




Switching to use SADFSQ

|I‘I the Sage x3 Management conSOIe Console Solutions Actions View Tools 7
= = K [k 3 W T
Welcome New Import asoktion Delete @ Data-Application Runtimes Database scripts Linked servers  Folders

1. Log into the solution. Aslong as you

. c Solut Sav Configure Databa: Configure Application| % Wet Unconfiguration
have the required components, the ‘Use . . T e o orfure Database | ) Corfgure Applcation| € Web pulcation | i) Uncorfuat
. . . - .- A L3
Apache’ parameter will be avatlable in | = & X3ERP V12onxdemv12sgvm [ID : X3ERPVIZ] w Data - Application

] x3empv12sglvm - X3ERPV12SQL

the application server section ittt it

{3 X3 t _]Data server SQLSERVER on x3emv12sglvm
- () SEED
Syracuse 12.15 & x3erv12sgvm - XIERPV12RUN (MAIN - 50012) Parameter Value
. . & x3epv12sglvm - PRTSRV (DEFAULT - 50001) & Componert ve R
-Runtime & ADXAdmin 94.1.17 Diskeghn e

Instance sysadmin user password
Password for X3 folders schemas

|OUL OF S

-Console 2.54

2. Setthe parameterto ‘No’ in the B e S |

console. It will change the value to
‘False.’

X3 Configuration
| || Parameter Valoe
Use Apache
Apache installation path

| versio

a Configuring the main Processing server
] —J

Operation completed

a4

. . )
3. Save the configuration 1
© i
)G Enter parameter ‘application.http.useapache’
- : . Progression  Parameter  Trace
4. Configure the application s Apachs -
The Sage X3 Web Server (Syracuse) accesses application files using two possible protocols: Ether the Apache http Service stop o Succeastul comokebon
server (HT TP protocol), or the native Sage X3 protocol (sadfsq) Check folders Successhd complebon
. CAUTION: This flag should be set to firue] (.. use Apache HTTP) if your solution contains or uses one of the following ¢ Service dearing Successu complebon
5. Confirm all tasks are completed componerts. / Sevcne e it Succent core

n of fhe env bat

- SAFE X3 VT JavaWeb Server fegacy) J Garwrator
successfully Ginariihe i odgPime

Regstry

¢ Sq Server QDBC data source corfiguration

Servce creaton




Switching to use SADFSQ

In Syracuse

1. Navigate to the X3 solutions in
Administration, Administration,
Endpoints

2. Clickediton the page

3. Change the file protocol setting
to use Sage X3 Protocol SADFSQ

4. Save the settings

5. Sage X31isnolongerusing the
Apache service so that we can
disable this in windows

6. Testthatyoucanaccessa
classic page without any errors

and download files

7. Finalize all other testing

X3 solution xserpvi2

Information File protocol Apache server Runtimes Batch server BO server Services Endpoints
°
Information
Code Description *
‘ X3 ERP V12 on X3ERPV12SQLVM (W2K19/SQL2K19)
Friendly name
Solution root directory Application *
X3 ERP Q
Application and contract identify a service
File protocol
Static files protocol //"
FSQ)
e HTT rver)
Apache server
Web server host # Web server port
SDSOI [] Use HTTP proxy configuration
r ho!
Products data > Prod
»
00 . L Product Product-site
(i Identification Controls Units of Measure Financials Sales After-sales Customers Purchasing Suppliers Attributes
X Y °
Identification ~
Image Utilisation
Image Service Life Start Service Life End
a
yrip EEC Information
rad bcontractol r

Default ~

Save o
Check main runtime setting

X3 runtime usage

Detail

X3 solutions

Help

Create endpoints

Synchronise runtimes

Default ~

>

TEXT ~

Purchasing

Manufacturing

ENQUIRIES ~
Orders in Process
Base consultation

SALES A

> @ Q




Disabling Apache in windows

You can now disable the Apache service in windows, by launching the services.msc console, stop the service and set the
startup type to disabled.

» Restart the server and complete your testing with the Apache service

File Acticn View Help

a2 m B2 Hsg v 00w disabled.
s=E= o) Services (Local) Apache2.4 Properties (Local Computer)
Apache2.4 . . . . .
:th | General Log On  Recovery  Dependencies * |tis notrecommended to uninstall Apache if the application was
o Seveereme: - foachez s initially deployed using Apache

- Display name: ApacheZ 4
Description:

Apache/2.4.46 (WinB4) Description: Apache/2 4.46 (Win64)

N » Ifyou do decide to remove the Apache binaries, the application server
101\ FeeCompenerta fpache2d o s v e component will need to be removed and reinstalled, which is not
Startup type: Disabled i

o o recommended

Service status:  Stopped o
Start

You can specify the start parameters that apply when you start the service
from here.

Start parameters: |

Cancel Aoly

\Exl:ended /{Standard/

lhe Sage Group plc, or its licensors. All rights reserved.




Troubleshooting

Errors during legacy component uninstall in Windows
When attempting to uninstall the legacy components from
the windows control panel, the Error “This component is
currently used and cannot be uninstalled” is displayed

This error occurs when the adxinstalls.xml file does not clear
down after the un-configuration of the component

1. Navigate to the AdxAdmin\inst\ADXinstall.xml file
2. Backup the file

3. Delete the <module>to </module> section for the

component you are uninstalling. For example, for the web

server, delete the WEB section.
4. Save & Restart the AdxAdmin Service

5. You will now be able to uninstall the component

Publisher Installed On  Size Version
Mazilla 23/04/2021 573KB 78.10.0
10/08/2022 222MB  91.12.0

[ _ | This will remove the installed application!

Force the deletion of D:\Sage\SafeX3\AdcSrv

! This component is currently used and cannot be uninstalled.

b:vmpcment is currently used and cannot be uninstal

VA : © quit

sy

<module family="REPORT" name="PRTSREV" type="">
<COomponent. rt.installstatus>update</component.report.installstatuss>
<COMpPCNEr re
<COmpone
<COmpo
<component.r

service.adxsolsprof>
Fice.printport>

fmodule

<moc1ule f mily="WEB" name="ADCSEV" typs="">
<all.host.installdatapath>D:\Sage\SafeX3\AdcSrvidata</all.host.installdatapath>
<all.host.installtoolspath>D:\Sage\SafeX3\AdcSrv\tool</all.host.installtooclspath>
<component.web. adxadminpath>D: \Sage\SafeX3\AdcSrv\ tool \TOOLS\ADXADMIN\adxadmin . cmd</ component . web. adxadminpath>>
<component.web.installstatus>update</component.web.installstatuss>
<component.web.path>D:\Sage\SafeX3\AdcSrv</component.web.path>
<component .. web.platform>WIN64</component . web.platform:
<component.web. servername>x3erpvl2sglvm</ component . web. servername>
<component.wek.version>V170</ component.web. version>
<web.adxadmin.port>50000</web. adxadmin. port>
<web.http.port>28880</web.http.port>

<:’moc1ule:>|

k/install>

r its licensors. Al ri



Troubleshooting

Syracuse display warning Soge | X3 S S e

A Static files protocol: You must use the HTTP protocol (Apache HTTP server) if your solution uses or includes one of the following components: SAFE X3 VT JavaWeb Server (legacy), SAFE X3 JavaBridge (legacy) or SAP Business Objects for| X

Sage X3.

Make sure the SAFE X3 Console has the corrsct value set for parameter‘Use Apache' in the application section of your solution.

When using the SADFSQ protocol with

Syracuse 12'16’0'40 you Wi—ll nOtice Some v‘ Code ‘Description ‘Solutionname ‘Staticﬁlesprotocol Main server host | Main server port sttt
warning messages in the solution itself o ETE— X Z . X : X ] z

& X312 X3V12 : X3v12 o Q) OSBASE 20100 X3 runtime usage

and the solution list these messages can o e ’
be ignored and are expected to be
removed in Syracuse 12.17

SC\SQ X3 Super administrator Super administrator X3V12/X3 @ * @ Q
1 Ta Static files protocol: You must use the HTTP protocol (Apache HTTP server) if your solution uses or includes one of the following P ts: SAFE X3 VT JavaWeb Server (legacy), SAFE X3 JavaBridge (legacy) or SAP Business Objects for X
Y Sage X3.

Make sure the SAFE X3 Console has the correct value set for parameter ‘Use Apache' in the application section of your solution.

Information N Edit

Description Solution name Check main runtime settings

Check all servers settings

Solution root directory Application Create endpoints

X3 ERP
RP Synchronise runtimes
Application and contract identify a service

X3 runtime usage
File protocol A

Refresh

Delete

PARIECSE X3 solutions

Help




Summary

» Advantages of using SADFSQ
 We wentthrough the prerequisites to switch to using SADFSQ
* Unpublishing & unconfiguring legacy components

* The stepsin a new install

* Process to switch to the SADFSQ protocol in an existing install




Useful Resources

Blog Post on switching to SADFSQ

https://www.sagecity.com/us/sage erp x3/b/sageerp x3 product support blog/posts/replacing-Apache-with-the-native-x3-
application-protocol

Notification servers online help

https://online-help.sageerpx3.com/erp/12/staticpost/notification-servers/

Nodematiler — underlying technology used by Notification Server.

https://github.com/nodemailer/nodemailer-smtp-transport/blob/master/README.md

Information about mustache templates

https://www.elated.com/easy-html-templates-with-mustache/



https://www.sagecity.com/us/sage_erp_x3/b/sageerp_x3_product_support_blog/posts/replacing-apache-with-the-native-x3-application-protocol
https://online-help.sageerpx3.com/erp/12/staticpost/notification-servers/
https://github.com/nodemailer/nodemailer-smtp-transport/blob/master/README.md
https://www.elated.com/easy-html-templates-with-mustache/

Questions
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Thank you!
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