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The X3 application utilises the MongoDB for :-

1. The storage of Administration Module data

2. Syracuse user information

3. Batch server configuration from V11

It is a free (community edition)  no-SQL database – instance, collections, documents

Introduction
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Enable this feature if :-

Users are notifying of problems with X3  - performance issues, reports not showing correct data, 

session disconnects  

New users have been added to the application

A new requirement to regularly import/export data

Authentication changes , security updates, certificates etc

The auditing will allow you to keep track of who made specific changes within administration and 

when.

When to and Why Collect Data
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AUDITING: tells us "who did what and when" (e.g who accessed user information)

PROFILING:  collects information about "what, when and how information was queried + how much time it took 

+ what was DB engines solution“  (Primarily used for performance issues)

LOGGING: is higher level information telling what DB did and when. When client makes/closes connection, 

new index is created, data is replicated, engine errors happened  (e.g what specific error messages are seen)

Information Gathering
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Setup/Viewing Information in X3
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Global Settings - History Log
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Admin/ Usage/ Logs
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Online Help
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Online Help
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Capturing Information
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Auditing within MongoDb itself can be enabled if you have the ‘Enterprise Edition’ of the product 

available.

It provides the ability to audit events in these areas :-

Authentication and Authorization  

Create/Read/Update/Delete operations etc

with additional filtering for granularity by collection  

Can be configured to audit to the console or output a JSON file to a specific destination

Auditing
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Auditing
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Information is recorded in a document collection called system.profile – Primarily used for 

monitoring performance but can be used for any administration maintenance

Is enabled by the Mongo shell command :-

Db.setProfilingLevel(level)  - level can be 0(off), 1(slow operations), 2(all operations)

It’s status can be determined by:-

Db.getProfilingStatus()

Key fields recorded in the collection are 

ns – name space    op – operation  - query.$query – query clause  nretrurned – stats  query.id –

record being operated on     e.g the information command

Db.getCollection(‘system.profile’).find({},{op:1,ns:1,ts:1})

Profiling
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Logging
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Used to export a Mongo collection to an external JSON file

Easier interpretation and review of information

Export command can be run from the Mongo shell

Can use a free Mongo utility GUI such as  Robo 3T to view collections

Mongo Export
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Tracking Admin Changes  - Demo
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Objective:  To find information regarding an administration change to a User

Ensure Global Settings History Logs are set to Enable for the Users group

Ensure Global Settings Logs – Orm/Mongodb set to Debug

Ensure Mongo profiling level is set to 2 db.setProfilingLevel(2)

Login to X3 as User: Admin

Add a new Security Group to User : Tabatha called - erpfull

Note: Data capturing methods can be used in non V12 versions of X3

Demo Scenario
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Data Collected – X3
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Data Collected – Mongo Export
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Data Collected – Mongo Export
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Data Collected - Syracuse
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Data Collected - Syracuse 
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Data Collected – Mongo Profiler

25



© 2021 The Sage Group plc, or its licensors. All rights reserved.

Data Collected – Mongo Profiler
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More information

27



© 2021 The Sage Group plc, or its licensors. All rights reserved.

Sage University - targeted training courses at :-

https://sageu.com/access/su/home.html

Sage City – Information/Blogs/Videos etc on Technical specifics at:-

https://www.sagecity.com/gb/sage-x3-uk/

MongoDb Documentation at :-

https://docs.mongodb.com/

Information Sources
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Q & A
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