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Test system Build Diary

2022 R1 (V12 patch 29) install SAML2 service provider and configure X3 to authenticate using SAML2
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Disclaimer

This document is provided "as is" and is for your guidance and educational purposes only. It does not
replace the Online documentation, nor is any warranty expressed nor implied for the steps described
herein.

Document Information
Author: Mike Shaw, Sage UK X3 Support Team
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What is a “Build Diary”

A Build Diary simply describes the steps taken by Sage Support to perform a task or tasks on our internal
test systems. Build diaries could be created for major multi-node installations, but may also just be
describing the steps taken when installing a small hotfix, or anything in-between.

Why is this being shared

It may be useful for you to see the steps we have taken to create or implement some feature or
installation, as this may highlight “gotcha’s”, issues encountered or just give you some guidance if you
are planning something similar yourself.

You could potentially use these documents as the base for your own “Workplan document” (Described
in “Overview of patching X3 and supporting technologies” https://www.sagecity.com/gb/sage-x3-
uk/b/sage-x3-uk-support-insights/posts/sage-x3-technical-support-tips-and-tricks---march-2021-index )
when you are planning your own activities

Target Audience

This document is aimed at Sage X3 Certified Technical consultants. Sage prescribe that X3 system
installation, maintenance, migrations, etc. should be performed by suitably qualified Sage X3
consultants. The prerequisite consideration would be for them to have the latest “Sage X3 Certified
Technical Consultant” certification. You can read more about the Sage X3 qualifications and
requirements in Sage University ( https://sageu.csod.com/catalog/CustomPage.aspx?id=20000242#tc )

Additional things to note

e This document does NOT purport to illustrate “best practice” for the task being described

o The steps described will not necessarily be for a “perfect” task, as there may have been issues
that needed to be overcome, worked around, or ignored

e The Sage internal test system has network and hardware configuration specific to Sage

e The Sage internal test system does not necessarily include a Windows Domain and has Sage
sandbox specific Windows security setup, so operating system permissions are generally not
discussed

e If youintend to use these notes as a guide for your own activities, use with caution and perform
your own testing to ensure the described steps are suitable and identify any additional
considerations that apply to your own situation

e Ensure you only install and use software you are licensed for

What does this Build Diary describe?

This build diary describes setting up a server as a TEST SAML2 service provider, which you can then use
to configure Sage X3 to authenticate against. | am using X3 version 2022 R1, but the steps would be
similar for other Sage X3 versions.

Updated: 29/04/2022 Page 3 of 30 BuildDiary_TestSAML2.pdf

©2021 The Sage Group plc or its licensors. All rights reserved. Sage, Sage logos, and Sage product and service names mentioned herein are the trademarks of
Sage Global Services Limited or its licensors. All other trademarks are the property of their respective owners.


https://www.sagecity.com/gb/sage-x3-uk/b/sage-x3-uk-support-insights/posts/sage-x3-technical-support-tips-and-tricks---march-2021-index
https://www.sagecity.com/gb/sage-x3-uk/b/sage-x3-uk-support-insights/posts/sage-x3-technical-support-tips-and-tricks---march-2021-index
https://sageu.csod.com/catalog/CustomPage.aspx?id=20000242#tc

sage

2022 R1 —install SAML2 service and configure X3 for SAML2 build diary

Objective
| want to implement and test SAML2 authentication with Sage X3. | already have a test server running
Sage X3 2022 R1 but do not want to use an external SAML2 provider as it costs money.

I have found an open source SAML2 provider https://simplesamlphp.org/ that can be implemented on a
test server as an on-premise service, which | will use for this activity.

Starting architecture and notes
Windows Server 2019 servers (Server name X3ERPV12SQLVM)
Software already loaded:
Windows Server 2019
OpenlJDK 1.8.0_282
Edge, Firefox and Chrome browsers
7-Zip 19.00
SQL Server 2019
All components of Sage X3 2022 R1
Windows users setup (Local users)
“x3admin” for installation and management
“X3run” for service runtime

Summary of steps to take
Install SimpleSAMLphp as a Windows service (NOTE: If you already have a SAML2 provider available, you
can skip this and go straight to the X3 configuration)

- Install and configure Apache service

- Install and configure PHP

- Install and configure SimpleSAMLphp

- Check you can authenticate user against SimpleSAMLphp itself

Configure Sage X3 to use SAML2 authentication

Additional Sage X3/SAML2 configuration to provide best practice/security
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Documentation to use for planning and execution of this task

Sage Online documentation
Overall V12 documentation
http://online-help.sageerpx3.com/erp/12/public/index.html

SAML2
https://online-help.sageerpx3.com/erp/12/public/administration-reference saml2.html

Sage Knowledgebase articles or Blogs
How to setup SAML2 with ADFS
https://support.na.sage.com/selfservice/viewdocument.do?externalld=82916

How to setup SAML2 authentication with Microsoft Azure
https://support.na.sage.com/selfservice/viewdocument.do?externalld=91984

How do | configure Okta to work with SAML2 in X3
https://support.na.sage.com/selfservice/viewdocument.do?externalld=93491

External sites
SimpleSAMLphp Installation and Configuration
https://simplesamlphp.org/docs/latest/simplesamlphp-install.html
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Install SimpleSAMLphp as a Windows service
Use the online help “SimpleSAMLphp Installation and Configuration” at
https://simplesamlphp.org/docs/latest/simplesamlphp-install.html

Basic steps are to:
- Install and configure Apache service
- Install and configure PHP
- Install and configure SimpleSAMLphp
- Check you can authenticate user against SimpleSAMLphp itself

Install and configure Apache 2.4
Download Apache from your preferred location. | will go to https://www.apachelounge.com/download/
and download the latest Win64 version, currently VS16.

Extract the “Apache24” directory from httpd-2.4.26-Dev-Win64-VC15.zip to your installation drive. 1 am
installing everything onto D:\

As per the note at https://www.apachelounge.com/download/
Be sure you installed latest 14.31.31103.0 Visual C++ Redistributable Visual Studio 2015-2022 :
vc_redist x64 or vc_redist_x86 see Redistributable

In my case this is already installed so do not need to take any action

Edit D:\Apache24\conf\httpd.conf
As | already have Apache running for X3 on this server, | need to be careful about which port |
select. Port 8888 is free on my server.

As | am installing on D: | need to change all references to C: to now point to D:

Also make the following changes
Listen 8888
ServerName X3ERPV12SQLVM

Install as a service. Launch Command prompt window (CMD) using “Run as administrator” then run the
following command. | am adding the “-n” flag as | already have an existing Apache service so need to

use a different service name:
D:\Apache24\bin\httpd.exe -k install -n "Apache SAML2"
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Administrater: Command Prompt

-k install -n "Ap

e can be started.

Then start the service
D:\Apache24\bin\httpd.exe -k start -n "Apache SAML2"

Test you can access Apache on port 8888

w3derpv]2sglhvm: 8888/ X -+
< C @ O & x3erpv12sglvm:888E
@ Getting Started
It works!
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Install and configure PHP

Download PHP from your preferred location. | will go to https://www.php.net/ which redirects us to
https://windows.php.net/download/ to download the latest 7.4 Win64 version, currently PHP 7.4.28
“VC15 x64 Thread Safe (2022-Feb-24 17:53:21) Make sure you download the “Thread Safe” version
NOTE: | did try PHP 8.1.4 but had lots of errors when trying to launch SimpleSAMLphp

Extract “php-7.4.28-Win32-vc15-x64.zip” into “php” directory on your installation drive. | am installing
everything onto D:\ so will extract to “D:\php”

Add “D:\php” to the system path
Control Panel, System, Advanced System Settings, Environment Variables

Follow the installation steps from the PHP online help at
https://www.php.net/manual/en/install.windows.php

Copy D:\php\php.ini-development to D:\php\php.ini

Modify the php.ini file as below:
extension dir = "ext"
error log = php errors.log

;extension=bz2

extension=curl

;extension=ffi

;extension=ftp

;extension=fileinfo

;extension=gd

;extension=gettext

;extension=gmp

;extension=intl

;extension=imap

extension=ldap

extension=mbstring

;extension=exif ; Must be after mbstring as it depends on it
;extension=mysqli

;extension=oci8 12c ; Use with Oracle Database 12c Instant Client
;extension=o0ci8 19 ; Use with Oracle Database 19 Instant Client
;extension=odbc

extension=openssl

;extension=pdo firebird

extension=pdo mysqgl

;extension=pdo oci

extension=pdo_odbc

extension=pdo pgsql

extension=pdo_sqglite
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;extension=hz2
extension=curl
rextension=ffi
;extension=ftp
rextension=fileinfo
;extension=gd2
;extension=gettext
;extension=gmp
;extension=intl
rextension=imap

extension=ldap

extension=mhstring

rextension=exif : Must be after mbstring as it depends on it
rextension=mysgli

;extension=ccif_l2c ; Use with Oracle Databkase l2c Instant Client

;extension=odbc
extension=openssl
;extension=pdo_firebird
extension=pdo_mysql
;extension=pdo_oci
extension=pdo_odbc
extension=pdo_pgsgl
extension=pdo_sglite
;extension=pgsgl
;extension=shmop

Setup httpd.conf to add the following section:

#

# Added for PHP integration

#

LoadModule php7 module "D:/php/php7apache2 4.d11"

AddHandler application/x-httpd-php .php
# configure the path to php.ini
PHPIniDir "D:/php"

#
#
#

Updated: 29/04/2022

End of PHP integration
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B phpini £ [ hitpd.conf B3

496

# Fancy directory listings
#Include conf/extra/httpd-autoindex.conf

# Language settings
#Include conf/extra/httpd-languages.conf

# User home directories
#Include conf/extra/httpd-userdir.conf

# Real-time info on requests and configuration
$Include conf/extra/httpd-info.conf

# Virtual hosts
#Include conf/extra/httpd-vhosts.conf

# Local access to the Apache HITP Server Manual
#Include conf/extrashttpd-manual.conf

# Distributed authoring and versicning (WebDAV)
$Include conf/extrashrtpd-dav.conf

# Variocus default settings
#Include conf/extra/httpd-default.conf

# Configure mod_proxy_html to understand HTML4/XHTML1
<IfModule proxy html module>

Include conf/extra/proxy-html.conf

</IfModule>

# Secure (S5L/ILS) connections
$Include conf/extrashrtpd-ssl.conf

#

# Note: The following must must be present to support

# starting without 55L on platforms with no /dev/random equivalent
# but a statically compiled-in mod_ssl.

#

<IfModule ssl_module>
55LRandomSeed startup builtin
S5LRandomSeed connect builtin

</IfModule>

#

4 BRdded for PHP integration
#

LoadModule php7_module "D:/php/phpTapache2_ d4.d11"
AddHandler application/xz-httpd-php .php

# configure the path to php.ini

PHPIniDir "D:/php™

545 #
546 4 End of PHP integration
547 4

Restart the Apache SAML service to make sure there are no errors.
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Install and configure SimpleSAMLphp

Download the latest version of SimpleSAMLphp from https://simplesamlphp.org/download/ (Currently
1.19.5 from
https://github.com/simplesamlphp/simplesamlphp/releases/download/v1.19.5/simplesamlphp-
1.19.5.tar.gz)

Extract “simplesamlphp-1.19.5.tar.gz” to “simplesamlphp-1.19.5.tar”

Extract “simplesamlphp-1.19.5.tar” to D:, ignoring the four “Cannot create symbolic link” messages

In my case | end up with my installation in directory “D:\simplesamlphp-1.19.5” which | then rename to
“D:\simplesam|”

Edit the Apache 2.4 httpd.conf file
a. Modify the DocumentRoot parameter and create the directory

“D:/simplesaml/www/X3ERPV12SQLVM”

DocumentRoot "D:/simplesaml/www/X3ERPV12SQLVM"
Add the following section at the end

# Added for SimpleSAMLphp
SetEnv SIMPLESAMLPHP_CONFIG_DIR /simplesaml/config
Alias /simplesaml /simplesaml/www
<Directory /simplesaml/www>
<IfModule mod authz core.c>
Require all granted
</IfModule>
DirectoryIndex index.php
</Directory>
# End of SimpleSAMLphp configuration

Edit D:\simplesaml|-1.19.5\config\config.php file for the lines below:
'technicalcontact email' => 'admin@example.com',
'timezone' => 'Europe/London',

'secretsalt' => 'gobbledygookl23',
'auth.adminpassword' => 'Passwordl',
'"trusted.url.domains' => ['http://x3erpvl2sqlvm:8888'],
'debug' => array(

'saml' => true,
'logging.level' => SimpleSAML\Logger: :DEBUG,
'logging.handler' => 'file',
'session.cookie.secure' => false,

Restart Apache SAML service, then test URL http://X3ERPV12SQLVM:8888/simplesaml/
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<« C @ O 8 x3erpv12sqlvm:8888/simplesaml/module. php/coreffrontpage welcome.php

@ Apache 8888 @) X3 (443) @) SimpleSAML

SimpleSAMLphp installation page

A Catala | Ce eutsch sicé | Englis! D eesti kee Suomel vy | Hrv q
Indonesia | ltaliano | B7538 | Létzebuergesch | Listuviy kalba | Latviedu | Nederlands | Nynorsk | Bokmal | Jezyk polski | Portugués | Portugués brasileiro |
Romaneste | pyccxuii aasik | Samegiella | Slovenséina | i | Sesotho | Svenska | Turkge | isiXhosa | Eifkeh T | E55&chTY | IsiZulu

Welcome Ci Federation

C ions, you have installed Simpl php. This is the start page of your installation, where you Login as administrator

will find links to test examples, diagnostics, metadata and even links to relevant documentation.

» Documentation

Copyright © 2007-2021 UNINETT AS

Login as administrator (password defined as “Password1”)

Click “Configuration” tab and try the Sanity check
<« (&} @ O & x3erpvi 2sqlvm:8888/simplesam|/module.php/co

T Apache 2888 @3 X3 (143) @D SimpleSAML

SimpleSAMLphp installation page

Afrikaans | Catala | Cestina | Dansk | Deutsch | shAn
Indonesia | ltaliano | B335
Romaéneste | pyccrnit Aseik | Samegiell

| English | Espariol | eesti keel | Euskara | Suomeksi | Francais | nqw | Hry
Létzebuergesch | Listuviy kalba | Latvie3u | Nederlands | Nynorsk | Bokmal | Je polski | Portugués | Portugués brasileiro |
al pski | Sesotho | Svenska | Tirkge | isiXhosa | BiEHX | 2

ski | Magyar | Bahasa

Slovenscina

I | IsiZulu

Welcome Configuration Authentication Federation

‘You are logged in as administrator

5]

SAML20WP &
Configuration shib12P

+ Diagnostics on hostname, port and protocol
+ PHP info
+ Sanity check of your SimpleSAMLphp setup

Wamings

{core:frontpage:warnings_https}

Checking your PHP installation

@  Reqguired PHP Version == 7.1. You run: 7.4.28
L) Reguired Date/Time Extension
L) Reguired Hashing function
O Reguired Zlib
Q Required OpenSSL
@  Reguirsd XML DOM
O Required RegEx support
O Required JSON support
L) Reguired Standard PHP Library (SPL)
L) Reguired Multibyte String Extension
O Optional cURL (reguired if automatic version checks are used, also by some modules.
(] Antinnal Qaccinn Fwtancinn framiirad if DHD paccinne ara noadl
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Setup simplest Service Provider and Identity Provider

Setup Service Provider as described in "SimpleSAMLphp Service Provider QuickStart"
https://simplesamlphp.org/docs/latest/simplesamlphp-sp.html

Setup Identity Provider as described in “SimpleSAMLphp Identity Provider QuickStart”
https://simplesamlphp.org/docs/latest/simplesamlphp-idp.html

Edit config.php

'module.enable' => [
'exampleauth' => true,
'core' => true,

'saml' => true

] 4

'enable.saml20-idp' => true,

You can configure SimpleSAMLphp to use a variety of different sources for the user data (user name,
password and attributes needed to link to the X3 user data) For example you could use an LDAP server if
you already have one available. For the purposes of this exercise, | will use the simplest possible option
which is to store the user data in the file “authsources.php”.

Edit “authsources.php” add the following to the end of the file. This is suitable for SEED folder users

// Start of X3 users authentication
'x3authentication' => [
'exampleauth:UserPass’',
'x3br:Passwordl' => [
'uid' => ['x3br'],
j|l
'usrOl:Passwordl' => [
'uid' => ['usr01l'],
j|l
'usr06:Passwordl’' => [
'uid' => ['usr06'],
:|I
'usrl5:Passwordl' => [
'uid' => ['usrlb5'],
:|I
]

’
// End of X3 users authentication
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B httpd conf £3 | HEphpini .:a| [ config php £| [ authsources php E3

=

// A list of available LDAP servers.

// The index is an identifier for the organization/group. When
// "username_organization_method' is set to something other than '"none’,
// the organization-part of the username is matched against the index.

// The value of each element is an array in the same format as an LDAP

// authentication source.

'employees' => [
// B short name/description for this group. Will be shown in a dropdown list
// when the user logs on.
I
// This cption can be a string or an array with language => text mappings.
"description’ => 'Employees',

// The rest of the options are the same as those available for
// the LDAP authentication source.

'hostname' => 'ldap.employees.example.org',

"dnpattern' => 'uid=%username$,ocu=employees,dc=example,dc=org’,

1

'students' => [
"description’ => 'Students’,

"hostname' => 'ldap.students.example.org',
"dnpattern’ => "uid=Susernames,ocu-students, dc-example,dc=org’,

//  Start of X3 users authentication
"x3authentication’ => [

'usrl5:Passwordl" => [
"uid' => ['usrls'],

1
i

// End of X3 users authentication

sage

Update file “D:\simplesaml\metadata\saml20-idp-hosted.php” to update the authentication source

Btpd cort (3| Bphp.n 3] Bl corfigpho 13| B authsources php 23] B samiz0sp-remote php (3| Elsami20:cp hosted php €3 | sani20icp e stp 3]

Restart Apache SAML and test you can login using the above user/passwords

<2php

yax
 SAML 2.0 IdP configuration for SimpleSAMIphp.

X See: https Lesamlph 1 a
s

$metadatal'__DVNAMIC:1_ '] = [

* The hostname of the server (VHOST) that will use this SAML encity

* Can be '__DEFAULT_', to use this entry by default

‘host! => '__DEFAULT_ ',

e. Belative to the cert directory.

* Authentication source to use. Must be one that is configured in
* 'config/authsources.php'

‘auth’ => *x3authentication’,

/% Uncomment the following to use the uri NameFormat on attributes. */
Ix
‘attribuces.NameFormat' => 'urn:oasis:names:ic:SEML:2.0:attrname-formatiuri',
‘authproc’ => [

// Convert LDAP names to oids

100 => ['class' => *core:AttributeMap’, 'name20id'],

7

Ix
* Uncomment the following to Specify the registration information in the

* exported metadata. Refer to

X heep://docs ty/sam] /Post; 71 0/c301/ sam) 0-cs01.heml
* for more information.

Ix
*RegistracionInf [
"authoricy urn:mace:exarple.org’,
'instant' => '2008-01-17T11:28:032",
"policies’ => [
B . example.oza/policy,
tes' => 'htep://evarple ova/politica’,
1
1
xr
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€ > C @ QO R x3erpv12sqlvm:8888/simplesaml/module.php/cor

@ Apache 8888 () X3 (#43) @ SimpleSAML

SimpleSAMLphp installation page

Afrikaans | Catala | Ce3tina | Dansk | Deutsch | eAnviké | English | Espafiol | eesti keel | Euskara | Suomeksi | Francais | n*vay | Hvatski | Magyar | Bahasa
Indonesia | ltaliano | B esch | Lietuviy kalba | Latviedu | Nederlands | Nynorsk | Bokmal | Iski | Portugués | Portugués brasileiro |
Roméneste | pycckui asuik | Samegiella | Sloven3gina | Srpski | Sesotho | Svenska | Turkce | isiXhosa | AR | EEEFRTL | IsiZulu

Welcome  Configuration | Authentication | Federation
+ Test configured authentieation sources Login as administrator
o

o

Copyright © 2007-2021 UNINETT AS

B
ety

&« C ® O B x3erpv12sqlvm:8888/simplesam|/module.ph

uthenticate.php

@ Apache 8288 @ X3 (443) @ SimpleSAML

Test authentication sources

na | Dansk | Deutsch | shhnuiké | English | Espaiiol | ee: | Euskara | Suomeks! | Frangais | nay | Hvatski | Ma
Indonesia | ltaliano | B#<48 | Letzebuergesch | Lietuviy kalba | Latviedu | Nederlands | Nynorsk | Bokmal | Je: ki | Portugués | Portugués brasileiro |
Roméneste | pyccruii assik | Samegiella | Sloven3éina | Stpski | Sesotho | Svenska | Tiirkce | isiXhosa | {4 | = 3 | IsiZulu

Test authentication sources
= admin

« default-sp
« x3authentication

Copyright © 2007-2021 UNINETT AS

Enter any of the users and all passwords are “Password1” then click “Login”

& C @ O 8 x3erpvi2sqivm:8888/simplesam|/module.php/core/loginuserpass.php?AuthState=_459bb1505511belefce5he013

Apache 8888 () X3 (443) SimpleSAML
P P!

Enter your usemame and password

Afikaans | Catala | Cestina | Dansk | Deutsch | eAAnvika | English | Espafiol | eesti keel | Euskara | S i Frangais | nau | Hivatski | Magyar | Bahasa
rgesch | Lietuyiy kalba | LatvieZu | Nederlands | Nynorsk | Bokmal | Js ski | Portugués | Portugués brasileiro |
giella X nska | Tarkge | isikhosa |

Indonesia | taliano | B
Romaneste | pycciuii

LK

Enter your username and password

A senvice has requested you to authenticate yourself. Please enter your usemame and password in the form below.

2, Usemame usr0l

U Password essssssss

Login

Help! | don't remember my password.

Without your usemame and password you cannot authenticate yourself for access to the senvice. There may be someane that can help you. Consult the help
desk at your organization!
o

Copyright @ 2007-2021 UNINETT AS

iy
et

We then see a screen which echoes the returned attributes.
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& C @ O 8 x3enpvi2sqivm:8888/simplesaml/module.php/core/authenticate. php?as=x3authentication

@ Apache 8888 @ %3 (443) @ SimpleSAML

SAML 2.0 SP Demo Example
| Do MAVIKE i K ok v | Hrvatsk )

Afrikaans | Catala
Indonesia | Italian

Romaneste | pyceuuii fze

SAML 2.0 SP Demo Example

Hi, this is the status page of SimpleSAMLphp. Here you can see if your session is timed out, how long it lasts until it times out and al the attributes that are
attached to your session.

Your attributes

UserID usr01

uid

AuthData

» Click to view AuthData
Logout

Copyright © 2007-2021 UNINETT AS

Click the “Logout” link and you are then logged out of SAML2
<« C @ O 8 x3erpvi2sqivm:8888/simplesaml/logoutphp

D Apache 8288 @D X3 (443) @ SimpleSAML @ Logout from SAML2

Logged out

Afrikaans | Catala | Ces
Indonesia | aliano | B
Romaneste | pyccinit

keel | Euskara | Su

Frangais | 12y | Hvatski | Magyar | Bahasa
polski | Portugués | Portuguds brasileiro |
£e7 | Isizulu

d | Mynorsk | Bokmal |
a | Torkge | isiXhosa | &6

Logged out

You have been logged out

[ Go back to SimpleSAMLphp installation page |

Copyright @ 2007-2021 UNINETT AS

2
R

sage

| need to create a self-signed certificate as defined in "saml20-idp-hosted.php" file. To do so, | need
"openss|" available on any PC or server, but in this case will just install on to the server | am working on.

|n

After installing openssl into “c:\openss

directory, | then launch a CMD windows, navigate to directory

“D:\simplesaml\cert” and run the following command to generate the private key and corresponding

self-signed certificate:

C:\openssl\bin\openssl req -newkey rsa:3072 -new -x509 -days 3652 -nodes -out server.crt

-keyout server.pem
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C:\Windows\System32\cmd.exe

ed Name or a DN.
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Configure Sage X3 to use SAML2 authentication

Login to Sage X3 using the external URL, i.e. the same as you will be using to login using SAML2
Navigate to Administration, Administration, Authentication, SAML2 id provider

Select “Create saml2”

Name: SAML2

Display Name: Login using SAML2

Authorize URL:
http://x3erpv12sqlvm:8888/simplesaml/saml2/idp/SSOService.php

Logout response URL:
http://x3erpv12sqlvm:8888/simplesaml/saml|2/idp/SingleLogoutService.php
Issuer: X3V12 (Any unique code)

Response attribute: uid (Default)

SAVE these changes
sage x3 Super administrator  Super administrator
SAML2

Information Connection properties Users
.

Information
Name * Display Name
‘ SAML2 | ‘ Login using SAML2 H ‘ Active [[] Hide from login page

Connection properties

Authorize URL * Logout response URL

‘ http://x3erpv1 zsq\vm:8888/5\mp\esam\/sam\zﬂdp/ssn| ‘ 'pv1zsq\vm:&&&&/s\mplesam\/samlz/ldpismg\ewguut| Jauth/saml2/SAML2/callback Jauth/saml2/SAML2/metadata

URL for SAMLZ Id Provider authorization request URL for response to single logout request

Issuer * Response attribute * Protocol binding signature algorithm

[ xavid | i | [ Force authentication ® HTTP-POST RSA with SHA256

Value of the issuzr within the authorization request Name or OID of the SAML2 assertion which will be used to det... () HTTP-Redirect RSA with SHA1
Protocal that the ID Provide...

Certificate 1D Provider certificate

\ al | al

Certificate used for signing the SAML2 request Certificate used by ID provider for signing the SAMLZ response

Users

Users

Q

Use the “Get metadata” button and save the generated file to disk. The filename defaults to
“metadata” You can review this file if you wish, as it is a text file

e

1w cort 3| Wlpte v 3] B ot v 3| mthmources sho 3] I sant | a2 | B stz

B Emedaa & |
= 5

47 entityID="X3Vi2-><na0:SFSS0DeaCTiptor AuthnRequestaSigned-"false”
50 TIP: - 3ezov]

Use the SimpleSAMLphp URL to convert the text to be added to “saml20-sp-remote” file.
http://x3erpvl2sqlvm:8888/simplesaml/admin/metadata-converter.php

Login using the “admin” password.

Use the “Browse” button to pick up the “metadata” file you saved
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http://x3erpv12sqlvm:8888/simplesaml/saml2/idp/SSOService.php
http://x3erpv12sqlvm:8888/simplesaml/saml2/idp/SingleLogoutService.php
http://x3erpv12sqlvm:8888/simplesaml/admin/metadata-converter.php

sage

& C @ O BV x3erpv125qlvm:8888/simplesaml/admin/metadata-converter.php

D Apache 8238 @ X3 (443) & SimpleSAML @ Logout from SAML2

Metadata parser

Afrikaans | Catal3 | a | Dansk | Deutsch | English | Espaiol | eesti kel | Eus|
Indonesia | taliano | B8 | Letzebuergesch | Lietuiy kalba | LatvieSu | Nedertands | Nynors
Romaneste | pyccknii mauik | Samegiella | Slovenstina | Srpski | Sesotho | Svenska | Trkge | isikhosa | | T | IsiZulu

Metadata parser

XML metadata

or select 2 file: | Browse... | metadata

Parse

Copyright © 2007-2021 UNINETT AS

Click “Parse” button to generate the text you need

Metadata parser

Metadata parser
XML metadata

<ns0:EnticyDescripror xmins:
/xmldsigf” entityID="X3V
protocolSupportEnumeration:
Bindy In:o :

O:metadata” xmlns:nsl="http://:
stsSigned="false"
0iprotecolns<ns0iSinglalogousService

edirect” Locat: tps://x3erpviZsqlvm/auch/saml2/SAML2

3.0rg/2

: nttps://x3erpy
<n: Binding="urn:oasis:names:ctc:SEML
Location="https://x3erpvl2sqlvm/auch/saml2/SAML2/callback”/></ns0: SP550Descriptor></;

sglvm/auth/saml2/ SAML
bindings:HTTE-EOST"
ntityDescriptor>

or select afile: | Browse... | No file selected.
Parse
Converted metadata

saml20-sp-remote

eml20-sp-zemote’,
cet => [

Click the “Copy to clipboard” button to pick up the text in the “saml20-sp-remote” box and add this text
to the “saml20-sp-remote” file located in “D:\simplesaml\metadata”
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sage

B ttod conf 3] Bl phwin 3| B corfiachp (3| B authsarces php (3 [ sami20spremote.php 3 | B sami20idp hosted pho (3| Bl sami20-dp emate ohp (3
*/

o
smevadaval'google.com'] = [
3sertions ice’ => 'hLtpa://www.qoogle.con/a/g. feide.no/aca"
"NameIDFormat® => 'urn:oasis:names:tc:SEML:1.l:nemeid-format:emaildddress’,
*simplesaml nempeidattribute’ => 'uid’,
*aimplesaml attributes' => false,
1
Lsy
=7

Smetadatal'https://leqacy.example.edu'] = [

*AssertionConsumerService' => 'hrtps://legacy.example.edufsaml/acs’,

* Currently, SimpleSAMIphp defaults to the SHA-25¢ hashing algorithm

* Uncomment the following option to use SHA-L for signatures directed
at this specific service provider if it does not support SHA-256 yet.

WARNING: SHA-1 is disallowed starting January the lat, 20L4.
Please refer to the following document for more information:

* BLtD://csrc.nist.qov/publications/nistoubs/800-131A/sp800-131A.pdf
//"signature.algorithn’ => "HCCD://WwW.u3.0ra/2000/08/xmidsiqérsa-shal®

1z
iy

$metadata[ "%

authnrequest! => false,

Restart Apache SAML for the change to take effect

Edit Sage X3 nodelocal.js for SAML2
Located in directory “D:\Sage\SafeX3\SyraSrv\syracuse\bin”
Modify the “auth” line to add “saml2”:

Bt cont 3| Bphp.n 3| B ortig i 13 Blauhsourcss php (3 | B samiz0sprmote o (3| B sari20:ds hosted o (3| B sari20ids rmete o (3 (= nodelocals 3 |

lexports .config = {
port: £124,
streanlineFromCl: true,

=] mongodb: {
& options: {
ss: true
s1CA: require('fs’).readFileSync("D:
sslValidate: true
sslkey: require('cs’).readFilesync("D
ssiCert: require('cs’).readFilesync(™D
F )
E N
=] session: {
timeout: 20, // minutes
checkInterval: ¢0, // sacondss

auth: ["basic”,

J"sam12"]
F b
searchEngine: {

Re-start Syracuse service for the change to take effect
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Setup X3 users for testing purposes
Create users for x3br, usr01, usr06 and usr15.

Navigate to Administration, Administration, Users, Users

For each user, create “New”
Set Authentication to “SAML2.0” and select the “SAML2 id Provider”

Al 5 Administration  Administration © U

Login Information Administration Explorer Custom locales
- e
Login
Login * Authentication SAML2 Id Provider * New signature code LDAP instance for synchronization
Active () standard SAML2 Q| ‘ Password | ‘
DB
Q SAML2 Id provider Confirm password LDAP directory
() Loap
(®) SAML2.0
Information
Title First name Last name * Email cnio Photo
© mr | [r || || i
O Mrs Drop file from explorer orSelect it + Selectfile
Administration
Groups
Super administrators Qs @

Endpoints login

Test the user by going to the X3 login page and selecting “Login using SAML2”
¢« C @ O 6 httpsy//x3erpvi2sqlvm/auth/login/page

@ x3@43) @ SimpleSAML @ Logout from SAML2

sage

Sage X3

Password

(1 Remember me on this computer

External Accounts

Login using SAML2

Login using the users you configured, for example “x3br” with password “Password1”
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Enter your usemame and password

Afrikaans | Catala | Ce3tina | Dansk | Deutsch | ehAnvika | English | Espafiol | eesti keel | Euskara | Suomeksi | Francais | n agyar | Bahasa
Indonesia | ltaliano | 338 | Létzebuergesch | Lietuviy kalba | Latviedu | Nederlands | Nynorsk | Bokmal | Jezyk polski | Portugués | Portugués brasileira |
Romaneste | pycckwii Asik | Samegiella | Sloven3éina | Srpski | Sesotho | Svenska | Turkee | isiXhosa | E{fesT | BEEAIL | IsiZulu

Enter your username and password

A senice has requested you to authenticate yourself. Please enter your usermame and password in the form below.

= Username »3br

% Password ee

Login

Help! | don't remember my password.

Without your usemame and password you cannot authenticate yourself for access to the semvice. There may be someone that can help you. Consult the help

desk at your arganization!
E o

Copyright © 2007-2021 UNINETT AS

If all is working OK, you will be redirected to the X3 homepage

O & nipsydepyi2sghm

o
B0 D oS G ozt o AR
sage x3 . . [ 0 @
[===T==m| Warehouse manager o
Chiefaccountant
Planning manager KEY INFORMATION BUSINESS PROCESS
Exscutive
ooy ORD. LINES TO DELIVER CALENDAR C@." ORDERSLINES TORECEIPTCALEND
101 Records Pagesize: 10+ 123456, 1100 © 1132 Records Pagesize: 10 123456
Workahop manager —r = .
Workahep mrager oo | ODSED  Suedwdheowd 20 L i PT—— 100 AEOl  Sewr
e —— 1 socaonom [T TR — 0 lee 1 ooz poGEt 01 200 BMSZ  De e 17 ech Lopop
mansger H ocumion [T TR— 20 e : 140220 POGRNNZ00N 1000 BMEN  20"rasusren-fasd
Syviam iminisiraier i o 1ODEE S e 20 L i 102 pogazGn! 2000 EMSI  Chidrersbicple cariResd
. 1 socaonom [T R — P 1 o2 poGEtzR0t IR0 BMSRE 25" ore-Mowman
Servica Manager
> SCA 0 1000 2 D Cordiess sandand keybosed 20 Lse 10012020 120001 4000 EMSHSS Adult comter sddle
socstiom DSOZ  Cordlem samdard byboard 20 Luee i 180200 poGaGR1E 100 BN Pimo B
i S0CAUON 1000 2 Dmog Corshless standerd keyboard 0 lme i 16012020 POFROIONN 100 RANITS 500g haantia 8D, 12 PX Corton
SOCAUD1 10001 2 peae Cordiess sandand keybaosed 20 Lme 1 160120 POCBION0N 2000 BANID 750g Juanita B0, 8 PK Camon.
Stock manager P D ODSME  Corfem samdardbybourd 20 L i 1800200 poGRIGR1S 2000 RN Rases

Planning managsr
STOCK CONTROLLER INDICATORS

Matarial buyer

Warshouse manager ™ Warehouse manager Indicators

Sales ammcutive

Contreller

MY HOME PAGES

g e sapan sy man e
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sage

Logout behavior from X3 / SAML
The “Log out” link from X3 takes you back to the X3 homepage but does not release the SAML session.
This means you are not asked to login again, until you close the browser or explicitly logout from SAML

You can change this behavior by enabling the “Force Authentication” flag on the SAML server setup. If
this flag is checked then:

a. When you logout from X3, you will need to provide the SAML credentials again if you go back
into X3

b. If you have an existing SAML session (from some other software) then this will be ignored, and
you will need to login to SAML again when accessing X3. (This overwrites the existing SAML
session)

NOTE: any time you change something on the SAML2 server setup, remember to re-export the
metadata and update the “saml20-sp-remote.php” file on the SAML server itself
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sage

Additional Sage X3/SAML2 configuration to provide best practice/security

What we have done so far may be all you need to do for your own internal testing. However, in practice
most systems will need to be more secure, firstly by implementing HTTPS for the SAML2 server but also
perhaps needing to implement certificate signing for the requests and/or responses. The following
steps describe how to setup this additional security.

Setup Apache to enable SSL
Edit the D:\Apache24\conf\httpd.conf and uncomment the following lines

LoadModule socache shmcb module modules/mod socache shmcb.so
LoadModule ssl module modules/mod ssl.so
Include conf/extra/httpd-ssl.conf

Edit D:\Apache24\conf\extra\httpd-ssl.conf and change the port being used to an appropriate, unused
port. | will use port 8889 for my HTTPS traffic as the default port 443 is already in use. |am also going

to be very lazy and re-use the same SSL certificate | already generated for use with SimpleSAML
Listen 8889
<VirtualHost default :8889>
ServerName X3ERPV12SQLVM
SSLCertificateFile "D:/simplesaml/cert/server.crt"
SSLCertificateKeyFile "D:/simplesaml/cert/server.pem"

Re-start Apache service

Check you get a response when using URL https://x3erpvl2sglvm:8889/
« C @ O &

@ x3(443) @ SimpleSAML 5 Logout from SAML2

It works!

Also check https://x3erpv12sqlvm:8889/simplesaml still works OK

<« C @ Q & hitps://x3erpv12sglvm:8889/simplesam|/module.php/coreffrantpage_welcome.php

@ x3443) @ SimpleSAML € Logout from SAML2

SimpleSAMLphp installation page

Afrikaans | Catala | na | Dansk | Deutsch | ehAnvikd | English | Espafiol | eesti keel | Euskara | Suomeksi | Francais | naw | Hrvatski | yar | Bahasa
Indonesia | Italiano | B Létzebuergesch | Lietuviy kalba | Latvie3u | Nederlands | Nynorsk | Bokmal | Jezyk polski | Portugués | Portugués brasileiro |
Romdneste | pycckuit Aseik | Sdmegiella | Sloven3&ina | Srpski | Sesotho | Svenska | Turkge | isiXhosa | BidehL | 3 | IsiZulu

Welcome Configuration Authentication Federation

Congratulations, you have successfully installed SimpleSAMLphp. This is the start page of your installation, where you

) ) 3 . i Login as administrator
will find links to test examples, diagnostics, metadata and even links to relevant documentation.

= Documentation

Copyright @ 2007-2021 UNINETT AS
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https://x3erpv12sqlvm:8889/
https://x3erpv12sqlvm:8889/simplesaml

sage

Change config.php

'trusted.url.domains' => ['https://X3ERPV12SQLVM:8889'],
'session.cookie.secure' => true,

Login to X3
Navigate to Administration, Administration, Authentication, SAML2 id provider
Edit your SAML2 provider record

Change the “Authorize URL” and “Logout response URL” to replace http with https and replace the
references to port 8888 to 8889

Save the changes, regenerate the metadata and update “saml20-sp-remote.php” file

Restart Apache SAML and Syracuse services, then re-test to confirm results

L3 C @ O PA https://x3erpv12sqlvm:8888,/simplesaml/module.php/corefloginuserpass.php?AuthState=_1383b2d42582359fb5d1798cd4f8c!

d e a ee G v gy
Indonesia | ltaliano | B | Létzebuergesch | Lietuviy kalba | Latvie3u | Nederlands | Nynorsk | Bokmal polski | Portugués | Portugués brasileiro |

Romaneste | pycckwit Azsik | Samedgiella | Sloven3éina | Srpski | Sesotho | Svenska | Tirkge | isiXhosa | B#FHIZ | 52 | IsiZulu

Enter your username and password

A senice has requested you to authenticate yourself. Please enter your username and password in the form below.

USername:

Password

Login

Help! | don't remember my password.

Without your username and password you cannot authenticate yourself for access to the senvice. There may be someone that can help you. Consult the help
desk at your organization!

Copyright ©® 2007-2021 UNINETT AS
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Enable certificate signing from SAML server (responses)

SAML is already configured to sign responses, but X3 is currently ignoring them. We can configure X3 to
validate the signatures, which provides validation as to the authenticity of the SAML server

What | need to do in order to be able to recognize the signatory is to load the server certificate being
used by the SAML2 server as a certificate to X3 using Administration, Administration, Certificates,
Certificates. | only need to load the Server certificate (no private key is needed) This may seem a little
confusing in this case, as my SAML2 server is on the same host as the X3 installation, but essentially |
just need to load the “server.crt” file from directory “D:\simplesaml\cert”

= - ; et
Certificate s s o [actions_
Information  Privatekey  Context
Information

Description Internal Certificate valid from Valid unit
r_cert Certificate used by the SAML2 server x 41172022 139 PM 4102032 1:39 PM

Private key

Private key exists Private key
x

Context

CA Certificates

Now navigate to Administration, Administration, Authentication, SAML2 id provider

Set the "ID provider certificate" as “saml_server_cert”

SAML2
Information  Connection properties  Users
.

Information

Name Display Name
Login using SAML2 i) Acive | Hide from login page
Connection properties
Authorize URL * Logout response URL
https://x3erpvl 2sqvm:a889/simplesaml/sami2/idp/s! | | hitps:/ix3erpvl2sqlvm:aBES/simplesaml/sami2/idp/si| | fauth/sami2/SAML2/callback fauth/sam|2/SAML2/metadata
URL for SAML Id Provider autharizstion request URL for respanse to single logout request
Issuer + Response attribute * Pratocol binding. Signature algorithm
X312 uid Force authentication ®) HTTP-POST RSA with SHA256
Value of the issuer within the authorization request Name or OID of the SAML2 assertion which will be used 10 det... HTTP-Redirect RSA with SHA1
Protacol tha the I3 Provide.
Certificate. 1D Provider certificate
saml_server_cert
Cernficate used for signing the SAMLE request Ceruficate used by D prowider for signing the SAML2 response
Usare

Restart Syracuse and Apache SAML, then retest login to X3 still works OK

SAML2

Information  Connection properties users
.
Information
Name Display Name
Login using SAML2 P vl Active (] Hide from login page
Connection properties
Authorize URL Logout response URL
PVl 25qhm:BE9/sir rst| | hitpszii3erpv2sqivm:aBE9/simplesaml/sami2ridp/si| | Jauth/saml2/SAML/callback /auth/sam|2/SAML2/metadata

URL for SAML2 d Provider autharizatian request URL for respanse to single logout request

Issuer * Response attribute « Protocol binding. Signature algorithm

xavi2 uid Force authentication ) HTTP-POST RSA with SHA256
Value of the issuee within the authorization request Name or OID of the SAML2 asseruon which will be used 1o det... HTTP-Redirect RSA with SHA1

Protocal that the ID Provide..
Certificate 1D Provider certificate
1| | saml_server_cert
Certficate used for signing the SAMLZ request Certficate used by I3 provider for signing the SAWL response
lsars
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Enable certificate signing to SAML server (requests)
The next step we can do if needed is setup request signing, which sets up validation of the X3 server
from the SAML server perspective. For this, we need a server certificate for the X3 server itself.

As | am only on a test system, I'll generate my own certificate using the “mzMongoDB_Certs.cmd” script
which is part of the “mzCertificates” package, which can be downloaded from the Sage UK Support
GitHub site. (Contact me directly if you need access to these scripts)

Navigate to Administration, Administration, Certificates, Certificates of Certification Authorities and load
the new CA certificate.

Al > Adminiscrat Adminiscration ) Certficates

Certificate of Certification Authority

Information Distinctive names
.

Information
Name Description Internal CA Certificate Vvalid from valid until
x3_signing_ca SAML2 signing CA x 4/20/2022 3:04 PM 4/17/2032 3:04 PM

Distinctive names

C=GB, ST=Berkshire, L=Winnersh, O=Sage UK Ltd, OU= C=GB, ST=Berkshire, L=Winnersh, O=Sage UK Ltd, QU=
UK, CN=TestRootCA UK, CN=TestRootCA

Navigate to Administration, Administration, Certificates, Certificates
Load the new server certificate and private key. Specify the Root CA certificate

Certificate xs_signing_cort

Information Private key Context
.

Information
Name Description Internal Certificate valid from Valid until
x3_signing_cert X3 SAML2 Signing Certificate x 4/20/2022 3:12 PM 4/17/20323:112 PM
Private key
Private key exists Private key
v C=GB, ST=Berkshire, L=winnersh, O=Sage UK Ltd, OU= C=GB, ST=Berkshire, L=winnersh, O=Sage UK Ltd, OU=
UK, CN=X3ERPV125QLVM UK, CN=TestRootCA
Context

CA Certificates

Server

Navigate to Administration, Administration, Authentication, SAML2 id provider

Select the appropriate “Certificate” from the list of values and save the change
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Al Ad : wation > Settings ¥ A
SAML2
. Information Connection properties Users
Information
Name
SAMLZ2

Connection properties

Authorize URL
https://x3erpv12sglvm:8889/simplesaml/saml2/idp/ss
Oservice.php

URL far SAML2 Id Provider authorization request

Issuer

X3IV12

Value of the issuer within the authorization request
Certificate

*3_signing_cert

Cersificate used for signing the SAML2 request

Users

Re-generate the metadata

Display Name

Login using SAML2

Logout response URL

https:/7x3erpv12sqlvm:8889/simplesaml/saml2/idp/sin

gleLogoutservice.php

URL far respanse to single lagout request

Response attribute

uid

Name or 0ID of the SAML2 assertion which will be used to det...
ID Provider certificate

saml_server_cert

Active

v

Jauth/saml2/SAML2/callback

Force authentication

x

Certificate used by ID provider for signing the SAML response

sage

Hide from login page

x

/auth/samI2/SAML2/metadata

Protocol binding
HTTP-POST

Protacol that the ID Provide...

signature algorithm
RSA with SHA256

Use the SimpleSAMLphp URL to convert the text to be added to “saml20-sp-remote” file.
https://x3erpv12sqlvm:8889/simplesaml/admin/metadata-converter.php

Add the converted data to the “D:\simplesaml\metadata\saml|20-sp-remote” file, replacing the previous
entry. Notice the extra information in this file for “X509Certificate”

[E——

smetadata

Restart Apache SAML and Syracuse services

Test your SAML2 login to X3 works OK

That’s it, you are all set for your testing with SAML2 authentication !
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https://x3erpv12sqlvm:8889/simplesaml/admin/metadata-converter.php
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Troubleshooting
Syracuse logging can be updated to allow “login.saml2” messages to be written out

All Administration Administration Settings

Settings
General settings Authentication Proxy Mailer CTI Service License Log
@ Collapssall o *
=
session SESSIon INTD o
4 B login
accessRights Error
authentication Error
saml2 SAML2 authentication Debu
sitermap Error
user Error
B memnorv Memorv Lsage informatinn Frror

There may also be useful messages in the Apache log files located in D:\Apache24\logs, or the
“simplesamlphp.log” in D:\simplesaml\log

Issues you may encounter
Most issues will probably happen when clicking the “Login using SAML2” button and are likely to be
configuration issues

Error: Cannot convert object to primitive value
This error is seen when DEBUG level logging is enabled for SAML2. Select “Info” level if you need to
diagnose SAML2 until this issue is resolved.

Error: Missing passphrase
Error in the passphrase used for certificate being used for the x3 signing (x3_signing_cert) Re-edit this
certificate and resave the passphrase

Error: Missing cookie
When using Edge or Chrome browsers, when accessing the SimpleSAMLphp login page you see an error
“Missing cookie. You appear to have disabled cookies in your browser” Firefox browser works OK

This is due to not setting “'session.cookie.secure' => true” as described in the SSL configuration notes
above.
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Conclusion
This build diary has described the steps to setup a server as a TEST SAML2 service provider, which you
can then use to configure Sage X3 to authenticate against. | am using X3 version 2022 R1, but the steps

would be similar for other Sage X3 versions.
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